Republic of Iraq - Ministry of Higher Education and Scientific Research

University of Cordoba - College of Engineering

Bachelor's degree in Cybersecurity Engineering (First cycle)
Four years (Eight semesters) - 240 ECTS credits - 1 ECTS = 30 hr
Program Curriculum (2026 - 2027)
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Ussw Prerequisite
Level Semester No. Module Code Module Name in English A Al) Balal) ) Language SR (I :rj:?m S L S ECTS M‘I?du‘lee Module(s)
CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hr/w) hr/sem hr/sem hr/sem P Code
1 CCSE111 Algorithms <l ) ) s English 2 1 4 46 74 120 4.00 C
2 |CCSE112 Mathematics | 1 bl | English 3 1 4 60 90 150 [ 5.00 B
3 [cCSE113 Computer Principles sl cll [ English 2 2 1 4 74 106 | 180 | 6.00 C
One 4 |[CCSE114 Computer Programming | 145« | English 2 2 1 4 74 106 180 | 6.00 B
5 |CCSE115 Electrical Circuit Analysis 40 <)) il sall a3 English 2 2 1 4 74 76 150 | 5.00 B
6 [ccsE116 English Language 1 14008 [ English 2 3 31 29 60 2.00 s
7 [ccse117 Arabic Language 1 13e [ Arabic 2 2 30 30 60 2.00 S
Total 15 0 6 0 5 0 23 359 481 840  30.00
% UsSsw Prerequisite
E Semester No.  Module Code Module Name in English Al ) Balal) ) Language SO (e :;::m S L ELCMFCTS M$du‘lee Module(s)
— CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hr/w) Tut (hr/w) Semn (hr/w) hr/sem hr/sem hr/sem P Code
%] 1 |CCSE121 Digital Logic Design (sthidl aveaill|English 2 2 1 4 74 106 180 | 6.00 C
% 2 |ccse122 Mathematics 11 2 Slusly,|English 3 1 4 60 90 150 [ 5.00 B CCSE112
3 [ccsE123 Cybersecurity Engineering Principles S uall ¥ Luaia ¢ 53| English 2 1 4 46 104 150 | 5.00 C
Two 4 |[ccsE124 Engineering Drawing (28 au )| English 1 2 3 45 45 90 3.00 B
5 [ccse12s Electronic Circuit analysis A JSIY) 5 sall JalsS| English 2 2 1 3 73 47 120 | 4.00 c
6 |CCsE126 Democracy and Human Rights Oy s dudal el [Arabic 2 4 32 28 60 2.00 S
7 |CCSE127 Computer Programing 11 2 4aa »|English 2 2 1 4 74 76 150 5.00 B CCSE114
Total 14 0 8 0 5 0 26 404 496 900  30.00
q SSWL (hr/w WL USSW WL Prerequisite
Level Semester No. Module Code Module Name in English Al yl) Balal) ana) Language (hriw) em | &8 ! = ECTS MEE Module(s)
CL (hr/w) Lect (hr/w) Lab (hr/w) Pr (hriw) Tut (hr/w) Semn (hriw) hr/sem hr/sem hrisem hrisem Type Code
1 CCSE211 Operating System Jards ?L‘ English 2 1 4 46 74 120 4.00 C
2 [ccsez12 Engineering Mathematics Aaudia sy | English 3 1 59 61 120 | 4.00 B CCSE122
3 [ccsE213 English Language |1 2 4 ) 4| English 2 3 31 29 60 2.00 S CCSE116
Three 4 [ccse214 Microprocessor 44y Clallas|English 2 2 1 4 74 76 150 | 5.00 B
5 |CCsE215 Information Theory il laa & ka3 |English 2 1 1 4 60 90 150 | 5.00 B
6 |CCSE216 Database Uil ael 8| English 2 2 1 1 4 88 92 180 6.00 B
7 |CCSE217 Computer Networks 1 1 S8 (English 2 1 4 46 74 120 | 4.00 B
g:: Total 15 0 4 0 6 2 26 404 | 496 | 900 | 30.00
E
5 SSWL (hr/w; sswL 2% swi Prerequisite
O Semester No. Module Code Module Name in English A yal) Balal) ) Language ( ) S L ECTS Ml Module(s)
% CL (hriw) Lect (hriw) Lab (hr/w) Pr (hriw) Tut (hriw) Semn (hriw) hr/sem hrisem hrisem hr/sem Type Code
O 1 |CCsE221 Statistics and Probabilities Allaay) g slas¥l|English 3 1 4 60 90 150 | 5.00 [
% 2 |CCSE222 Computer Architecture Aaulall 4 jlexs| English 2 2 1 4 74 76 150 | 5.00 B
3 |CCSE223 Object Oriented Programming (OOP) 4l dae »|English 2 2 1 4 74 76 150 | 5.00 B CCSE127
Four 4 |CCSE224 Computer Networks 11 2 <lSui|English 2 2 1 4 74 76 150 | 5.00 B CCSE217
5 |CCSE225 Artificial Intelligent sebhual \S3|English 2 1 4 46 104 | 150 | 5.00 [
6 |CCSE226 Crimes of the Baath Regime in Iraq Bladl (8 Candl) las 31 o | English 2 4 32 58 90 | 3.00 S
7 |ccsE227 Arabic Language 11 2 4u e 4l|English 2 4 32 28 60 2.00 S
Total 15 0 6 0 4 1 28 392 | 508 | 900 | 30.00
1 SSWL (hr/w; At Prerequisite
Level Semester No. Module Code Module Name in English Ay} Balal) aaa Language ) Exan oW, SWL Ects Module Module(s)
CL (hr/iw) Lect (hr/w) Lab (hr/iw) Pr (hriw) Tut (hr/w) Semn (hriw) hr/sem  hy/sem hr/isem hr/sem Type Code
1 |CcCsE311 Cryptography 1 1 udii|English 2 1 4 46 74 120 | 4.00 B
2 CCSE312 Cloud Computing Security L";'\;....ll Y| English 2 2 1 4 74 76 150 5.00 B
3 |CCSE313 :E_te:;?ra]LHackmg and Penetration BaY) @l sl s AENAY) dua jall| English 2 1 4 46 74 120 | 4.00 B
Five CCSE314 Authorization and Access Control J a5l Sl 5 s 5330l English 2 2 4 60 90 150 | 5.00 B
5 |CCSE315 Networks Security CSuEl cal|English 2 1 4 46 74 120 4.00 B
6 |CCSE316 Numerical Analysis e Jisi|English 2 4 32 88 120 | 4.00 B




o 7 CCSE317 \(/:\7(:":’::(;;;5”3 Technology 2 sl ¥ L S5 5 English 2 2 4 60 60 120 4.00 B CCSE124
< Total 14 0 6 0 & 1 28 364 536 900 30.00
1]
> USSW Prerequisite
E Semester No.  Module Code Module Name in English A ) Balal) auf Language SSWL (hriw) em | Sk ! SWL ECTS Lol Module(s)
I CL (hriw) Lect (hr/w) Lab (hriw) Pr (hriw) Tut (hr/w) Semn (hriw) hr/sem hr/sem hrisem hr/sem Type Code
= 1 CCSE321 Encryption I English 2 2 1 4 74 76 150 5.00 B CCSE311
2 |CCSE322 Analysis of Malicious Code 3| English 2 2 1 4 74 76 150 5.00 B
3 CCSE323 Multimedia Security 3aaxiall Jailis gll (4l | English 2 2 1 4 74 76 150 5.00 B
six 4 |CCSE324 Embeded System Security Aiaaall 2alaiY) el |English 2 2 1 1 4 88 92 180 6.00 B
5 CCSE325 Web Security < oll (el [English 2 2 4 60 90 150 5.00 B
6 |CCSE326 Scientific Research Skills el sl &l e[ English 2 1 4 46 74 120 | 4.00 C
Total 12 0 10 0 3 3 24 416 484 900 30.00
uSOSwW
Level Semester No. Module Code Module Name in English L) pal) Balal) ) Language SSWL (hriw) e | S ! SWE ECTS NMSElE Pr:/Iet)rsgle(Ssl;e
CL (hriw) Lect (hriw) Lab (hriw) Pr (hriw) Tut (hriw) Semn (hriw) hr/sem hrisem hrisem hrisem Type Code
1 |cCSE411 g;sctrl;/tljnagement and Information e steall gl 5 kil 5l |English 2 1 4 46 104 150 | 5.00 B
2 CCSE412 Digital Forensic GAE)M grL.;H Jadaill|English 2 1 1 4 74 76 150 5.00 B
3 CCSE413 Internet of Thing Security RN il (el | English 2 2 1 1 4 88 92 180 6.00 B
seven 4 [ccseaid |project 1 1 ¢ 5 4| English 5 1 2 86 | 64 | 150 | 500 | B
5 CCSE415 Al in Cybersecurity Sl Y B e=liha) (\SAll|English 2 1 1 3 59 91 150 5.00 C
o 6 CCSE416 Prgject Management @)ijl‘ 5l [English 2 1 3 45 75 120 4.00 C
< Total 10 0 8 0 5 4 20 398 502 900 30.0
E USSW Prerequisite
E Semester  No. Module Code Module Name in English A ) Balal) ) Language S (i, Sem | SSUL ! S ECTS RO Modgle(s)
% i CL (hriw) Lect (hriw) Lab (hr/w) Pr (hriw) Tut (hriw) Semn (hr/w) hr/sem hrisem hrisem hr/sem Type Code
o) 1 CCSE421 Industrial System Security ducluall dalai) (l|English 2 4 32 88 120 4.00 B
(3 2 CCSE422 Blockchain Technology SN Al 4| English 2 4 32 88 120 4.00 C
3 CCSE423 Wireless and Mobile Security Alariall 5 LU clSaal ol [English 2 2 4 60 90 150 5.00 B
Eight 4 CCSE424 Project 1] 2 & 5 English 5 1 3 87 93 180 6.00 B CCSE414
5 |ccsE42s Biometric Security & s sal) Y| English 2 2 4 60 90 150 | 5.00 B
6 CCSE426 Ethics Agall CLENAN | Arabic 2 3 31 29 60 2.00 S
7 CCSE427 Secure Software Engineering 4iaY! Sl ) 4uaia |English 2 4 32 88 120 4.00 [}
Total 12 0 9 0 0 1 26 334 566 900 30.0
Total 107 0 57 0 31 12 201 3071 | 4069 | 7140 | 240.0 Must be 240 ECTS
I
0 e stude ould complete 4 weeks o er Inte DS to e requirements of the Bachelor's degree
CL Class Lecture B Basic learning activities SWL: Student Workload
Lab Laboratory Module type C Core learning activity SSWL: Structured SWL
Structured SWL Pr  Practical Training S Suport or related learning activity USSWL: Unstructured SWL
(hriw) type Tyt  Tutorial E Elective learning activity
Lect Online lecture

Semn Seminar

Note: Columns O, Q and R are progrmaed, protected and should not be edited




